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WHAT ARE SOME FAKE WARNINGS AND DISPLAYS: If you click on any part of
these messages or icons your compurter will be immediately infected.

The FakeVir-O Trojan horse: displays Trojan:Win32/Antivirusxp: Displays a
a message, encouraging computer
users to visit a website selling software
which claims to protect against legitimate example below):

spyware. o e

Your compulter is infected!

fake Microsoft Windows Security Center (See

‘ Thes Compiser is infeciad with spywane and adwane

Cr’itical S'!,l'stErl'l Errar! Spyrweare progries install bevioopers, sheal credd cord numises and Dang rformation
Systern detectad wirus activities. T
They may causze critical system 48 ek vOUr comiputar T Inpchel

Failure, Please, use antimalware
software to clean and praotect your
systemn from parasite programs,
Click here ba get all awvailable
software,

Registration +* REGISTER

W are strongly recomend you 1o regizter Antiviruz XP 2008
oot il gl Hiiancity 240T RS présbum Suppon, bradusnt updeles and indeackisl
Tizoiet] Troim Bl Endeas wiruses

Y Virus Protecton NOT ACTIVE

Wirckoows o nol find any regizbeved Ardhvinug XP 2003 softwine on Fes
comguier, Andiinag XP 20050 bl probec! vour CORpuler tgmnad virused and
olher sacurty trerests. Chck Recomandalions for suggested sctions you can aks

R

Cortinue unpictected I| Che: hate to sytch b the Ful Mode |

WHAT ARE SOME LEGITMATE ALERTS AND MESSAGES? : The following
are some common messages that will popup occasionally.

Types of Microsoft Update Alerts:
Automatic Updates message:
£y

Automatic Updates

Updating vour computer is almost complete. You must restart vour computer for
the updates to take effect,

Do wou wank Eo restart wour computer nowy?

[ Restart Mo ] [ Restart Later ]
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Notification Area alert prompting for you to install:

Ipdates are ready for your computer,
Click here to install these updates,

oM Al

Legitimate display of the Microsoft Windows Security Center:
] Wodou Securiy eoas .Y Tt e

B Adie Update Secufity essentials

T betlp printedt your cosnpater, maks ture the four sedunty ciconbals Bdow see macled
O g 0,

9 Wndoen Tefrnder Lhaang Winderars Secutity Conter

B eternet Opbons

Firewall on g (=
* Gat tha latest secuity snd —
waruh ol o veeen Sellenet froim Automatic updati on o e
Mhrosod g
Crange the vy Seoerty .
C St Mahvare protection on @ -
Vi predes tion [T
@ Confouo Antivings reports that it iv up to e and vins scesming is o
Spyware s other mabaaie protectssn [+ 2 -
B Cenlold Amiigrmind Mpoii That & i bused en
W et She prdappwmare programt on et compater
M et D e bl ¢ 2P e i ¢ Bel B e 08 Sry £drmpated?
Otheer sequrity settings ok @ =
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Adobe update alerts: Note the following:
- You may need a CD to do this update
- Cancel the update If not sure on how to proceed.

ADOBE" FLASH® PLAYER

An update to your Adobe Flash Player is available
Flash Player enhances your Web browsing experience.

This update includes:

® Security enhancements described in this Security Bullstin

Read more sbout this update and the End
disable your update notifications, clidk here.

ser License Agreement. To change or

Updating takes under a minute on broadband; no restart is required.

| Install How | lF!emind e Laterl [ Dan't Inztall

A normal McAfee virus alert/warning

[-1' This website wants ta run the Following add-on: ‘Microsoft Data Access - Remote Data Services Dat...' From 'Microsoft Corporation’, IF you trust the website and the add-on and wa
~ here..,

EZ On-Access Scan Messages

File Wiew Options Help
System Tasks Message
B i H

CEnEEET e @ Message : YirusScan Alert!
= §

1) Gl R T ETS Date and Time:  2/17/2008 333 10 P
[ Change a settings Hame C:ADocumerts and SettingstkehsLocal SettingsyT emporary Internet Files\Cont

Detected As: HTML/Fakedl
Other Places State Deleted Clase Window

. '

_J My Network Places Marme ‘ In Folder Source Detected As Detection Type | Status ‘ Date and Time A
I3 My Documents [Be0.exe[1]bak  C:yDocuments ... Generic Dropper  Trojan Deleted 2]17]2009 3:...
I shared Documents &D.exe[l]‘hak CiDocuments ... Genetic Dropper  Trojan Deleted 2/17/2009 3.,
B control Panel [ s Trojan 2 - I

< >
Details

My Computer
System Folder

Now scanning:

=

Threats and actions:
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